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TITLE 17. LIBRARIES AND CULTURAL RESOURCES
LIBRARY BOARD
Proposed Regulation

Title of Regulation: 17VAC15-120. Regulations Governing the Destruction of Public Records Containing Social Security Numbers (adding 17VAC15-120-10, 17VAC15-120-20, 17VAC15-120-30).

Statutory Authority: §42.1-82 of the Code of Virginia.

Public Hearing Information: No public hearings are scheduled.
Public Comments: Public comments may be submitted until November 2, 2007.

Agency Contact: Conley Edwards, State Archivist, Library of Virginia, 800 East Broad Street, Richmond, VA 23219-8000, telephone (804) 692-3554, FAX (804) 692-3600, TTY 804-692-3976, or email conley.edwards@lva.virginia.gov.

Basis: The statutory authority to promulgate this regulation can be found in §42.1-82 of the Code of Virginia. Section 42.1-82 of the Code of Virginia grants the Library Board the authority to issue regulations establishing procedures for the disposal, physical destruction or disposition of public records containing social security numbers. These regulations shall include all reasonable steps to destroy documents by (i) shredding, (ii) erasing, (iii) pulping, (iv) disintegration, (v) incineration or (vi) otherwise modifying social security numbers in those records to make them unreadable or undecipherable by any means.

Purpose: These regulations are mandated by the Code of Virginia to prevent identity theft based on social security numbers found in public records whose retention periods have expired. These regulations offer specific direction on the destruction of public records containing social security numbers. The purpose of the proposed regulation is to protect individuals from identity theft by eliminating unauthorized access to social security numbers in public records whose retention periods have expired.

Substance: The proposed regulation outlines steps that custodians of public records containing social security numbers must follow when destroying those records whose retention periods have expired whether these records are in analog or digital format. Adoption of the regulation will ensure that public records containing social security numbers will be destroyed.

Issues: The primary advantage to citizens of the Commonwealth will be that the regulation offers protection from identity theft by establishing the best methods for the destruction of public records containing social security numbers when the retention periods for those records have expired.

There are no advantages associated with this proposed regulation to the Library of Virginia.

There are no known disadvantages associated with this regulation for the public, the Commonwealth or the promulgating agency.

Department of Planning and Budget's Economic Impact Analysis:
Summary of the Proposed Amendments to Regulation. Pursuant to Chapters 914 and 918 of the 2003 Acts of Assembly, the Library Board (board) proposes to establish these regulations to specify the procedures for the disposal, physical destruction or other disposition of public records containing social security numbers whose retention periods have expired.

Result of Analysis. The benefits likely exceed the costs for all proposed changes.

Estimated Economic Impact. The board currently has guidelines concerning the disposal of confidential or privacy-protected records.  The guidelines are that:

Custodians of records must ensure that information in confidential or privacy protected records is protected from unauthorized disclosure through the ultimate destruction of the information. Normally, destruction of confidential or privacy-protected records will be done by shredding or pulping. "Deletion" of confidential or privacy-protected information in computer files or other electronic storage media is not acceptable. Electronic records must be "wiped" clean or the storage media physically destroyed.

These guidelines are part of two documents, "Locality General Schedules" and "State Agency General Schedules," that are posted on the Library of Virginia’s website.1 Unlike regulations, guidelines do not have the force of law.

Section 42.1-82 of the Code of Virginia states that the State Library Board shall "Issue regulations concerning procedures for the disposal, physical destruction or other disposition of public records containing social security numbers. The procedures shall include all reasonable steps to destroy such documents by (i) shredding, (ii) erasing, or (iii) otherwise modifying the social security numbers in those records to make them unreadable or undecipherable by any means."  To ensure that this legislative mandate is satisfied, the board proposes these regulations.  These regulations include: 1) specification of acceptable methods of destruction of paper records, and 2) specification of acceptable methods of destruction of electronic records.  The proposed regulations specify that shredding must be performed with a crosscut shredder that reduces paper to strips no wider than 3/8 inches and that files stored on a personal computer must not only be deleted but also overwritten to prevent the information from being reconstructed. Software programs that overwrite the data with meaningless data multiple times to totally obliterate the original data must be utilized.

Those state and local agencies that do not already possess a crosscut shredder or the software needed to overwrite files and have not been hiring outside vendors to perform these services will incur additional costs to meet the proposed requirements.  A basic crosscut shredder that reduces paper to strips no wider than 3/8 inches costs about $50 retail.2 Alternatively, an agency could pay an outside vendor to crosscut shred the relevant paper records.  For example, the Library of Virginia provides certified confidential destruction of paper records for $7 per cubic foot box and certified confidential destruction of non-paper media (shredding) for $30 per cubic foot box (minimum charge).  The Virginia Information Technologies (VITA) website3 lists software that meet the VITA standard4 for permanently erasing information on computers. Presumably this standard would meet the requirements of this proposed regulation.  The least expensive of the software that meet the VITA standard (Eraser) costs $21.45.5
The proposed regulations are beneficial to the public in that they will likely reduce the risk to the public of identity theft or other misuse of social security numbers.  Some state and local agencies will likely incur some additional costs to comply with the proposed regulations.  Since no precise measure of the reduction in probability of identity theft or other misuse of social security numbers due to compliance with the proposed regulations exists, an accurate comparison of these potential benefits with the increased costs of compliance cannot be made. Nevertheless, given the significant costs associated with identity theft and other misuse of social security numbers, it seems likely that the proposed regulations will produce a net benefit.

Businesses and Entities Affected. The proposed regulations potentially affect all state and local agencies.  Entities that supply crosscut shredders, software that can be used to overwrite electronic data provide crosscut shredding services, or electronic data overwriting services will also be moderately affected.

Localities Particularly Affected. The proposed regulations affect all Virginia localities.

Projected Impact on Employment. The proposed regulations will not have a large impact on employment.  There may be a moderate increase in the purchases of crosscut shredders, software that can be used for overwriting electronic data, and the services of those that provide crosscut shredding or electronic data overwriting. Employment may rise modestly for these entities.

Effects on the Use and Value of Private Property. There will likely be a modest increase in demand for crosscut shredders and software that can be used to overwriting electronic files, as well as crosscut shredding services and electronic data overwriting services.  The value of firms that supply these products or services may modestly increase commensurately.
Small Businesses: Costs and Other Effects. The proposed regulations do not produce costs for small businesses.

Small Businesses: Alternative Method that Minimizes Adverse Impact. The proposed regulations do not produce costs for small businesses.

Legal Mandate. The Department of Planning and Budget (DPB) has analyzed the economic impact of this proposed regulation in accordance with §2.2-4007 H of the Administrative Process Act and Executive Order Number 36 (06). Section 2.2-4007 H requires that such economic impact analyses include, but need not be limited to, the projected number of businesses or other entities to whom the regulation would apply, the identity of any localities and types of businesses or other entities particularly affected, the projected number of persons and employment positions to be affected, the projected costs to affected businesses or entities to implement or comply with the regulation, and the impact on the use and value of private property.  Further, if the proposed regulation has adverse effect on small businesses, §2.2-4007 H requires that such economic impact analyses include (i) an identification and estimate of the number of small businesses subject to the regulation; (ii) the projected reporting, recordkeeping, and other administrative costs required for small businesses to comply with the regulation, including the type of professional skills necessary for preparing required reports and other documents; (iii) a statement of the probable effect of the regulation on affected small businesses; and (iv) a description of any less intrusive or less costly alternative methods of achieving the purpose of the regulation. The analysis presented above represents DPB’s best estimate of these economic impacts.

________________________

1. The URLs for the documents are: http://www.lva.lib.va.us/whatwedo/records/sched_local/index.htm and http://www.lva.lib.va.us/whatwedo/records/sched_state/index.htm

2. On April 23, 2007, an Internet search was performed on the Staples, OfficeMax, and Office Depot websites.  The least expensive crosscut shredder that reduces paper to strips no wider than 3/8 inches was listed at $49.99.

3. http://www.vita.virginia.gov/docs/pubs/removingData.cfm 

4. Specifically, VITA states that "According to the manufacturers' claims, the following software meets the VITA standard: Superscrubber for Mac OSX, DiskSanitizer GOV edition, ActiveDisk, DriveCleanser, and Eraser."

5. Prices for all five software packages listed on the VITA site were obtained via their company websites on April 24, 2007.

Agency's Response to the Department of Planning and Budget's Economic Impact Analysis: The Library of Virginia (The Library Board) is in agreement with the economic impact analysis prepared by the Department of Planning and Budget.

Summary:
The proposed regulation addresses best methods for destruction of public records containing social security numbers so that the social security numbers in these records cannot be used for identity theft. The regulation provides that any public records, regardless of media, that contain social security numbers are to be destroyed at the end of their retention period in a manner that protects the confidentiality of the information. These records are to be destroyed, made electronically inaccessible, or erased so as to make social security numbers unreadable by any means.
CHAPTER 120
REGULATIONS GOVERNING THE DESTRUCTION OF PUBLIC RECORDS CONTAINING SOCIAL SECURITY NUMBERS
17VAC15-120-10. Definitions.
The following words and terms when used in this chapter shall have the following meanings unless the context clearly indicates otherwise:
"Electronic record" means records created or stored by electronic means, including but not limited to, computer files and optically scanned files on tapes, disks, CD-ROMs or internal memory.
"Overwritten" means replacing previously stored data on a drive or disk with a predetermined pattern of meaningless information that renders the data unrecoverable.
"Retention period" means the required time period and disposition action indicated in a Library of Virginia-approved records retention and disposition schedule.
"Shredding" means destroying paper records by mechanical cutting. Cross-cut shredders cut in two directions, 90 degrees from the other.
17VAC15-120-20. Purpose.
Public records, regardless of media, that contain social security numbers must be shredded, pulped, burned, made electronically inaccessible or erased so as to make the social security numbers unreadable or undecipherable by any means. These regulations apply only to those records whose retention periods have expired.
17VAC15-120-30. Procedures.
A. Paper records. Paper records shall be shredded by a mechanical cross-cut shredder that reduces paper to strips no wider than 3/8 inches. The custodian of the records must prepare a certificate of destruction that lists what records have been destroyed, who destroyed the documents, and the date of destruction.
If the shredding is done off site, locked bins are required to protect the records prior to shredding. Contractors doing the shredding must be bonded. The agency contracting for the shredding retains responsibility for protecting the social security numbers on the records until destruction.
B. Electronic records. Agencies must establish procedures and processes to destroy social security numbers in public records that have reached the end of their retention period in electronic format and stored on information or recordkeeping systems.
1. Files stored on a computer must not only be deleted but also overwritten to prevent the information from being reconstructed. Software programs that overwrite the data with meaningless data multiple times to totally obliterate the original data must be utilized for overwriting.
2. Back-up tapes must be overwritten at the same time as all other copies are destroyed. Tapes shall be held no longer than the conclusion of the retention period for the information contained in the tape.
3. Data containing social security numbers on floppy disks, tapes and other magnetic storage devices must be overwritten.
a. Disks, tapes and other magnetic media must be shredded in a shredder to insure that the information is totally destroyed or the materials must be exposed to a powerful magnetic field to disrupt the information.
b. If magnetic media are used, the data must be reviewed to insure that the social security numbers are not retrievable.
4. CD-ROMs must be physically broken, into several pieces, to be rendered unusable.
5. When disposing of computers that contain social security numbers or other privacy-protected information, hard drives must be overwritten and inspected to insure no privacy-protected data remains. If data remains, the hard drive must be removed and disposed of separately by drilling to prevent it from being used again.
VA.R. Doc. No. R05-95; Filed August 15, 2007, 11:05 a.m.

Volume 23, Issue 26
Virginia Register of Regulations
September 3, 2007
1
Volume 23, Issue 26
Virginia Register of Regulations
September 3, 2007
4
Volume 23, Issue 26
Virginia Register of Regulations
September 3, 2007
3

